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Abstract—Anti-eavesdropping channel estimation (ANECE) is
useful for a network of cooperative full-duplex radio devices/users.
Using ANECE, a secret key can be generated by each pair of users,
and additional secret information can be transmitted between a
pair of users. This paper analyzes the capacity of the secret key
based on ANECE, and compares it with the conventional method
for channel training. The paper also analyzes the secrecy capacity of
information transmission using an one-way scheme, and compares
it with a two-way scheme. It is shown that the total amount of
secrecy generated from ANECE can be substantially larger than
that based on the conventional method especially when an eaves-
dropper may have an unlimited number of antennas. The paper also
formulates a total secure degree of freedom (TSDoF) of the ANECE
based scheme, and compares it with a prior scheme of secret infor-
mation transmission from a multi-antenna node to another against
a multi-antenna eavesdropper where channel state information is
unknown everywhere initially. The comparison shows that there
is a substantial gain of TSDoF by exploiting full-duplex radios
and reciprocal channels via ANECE. Most of the key insights are
highlighted in twelve proven properties.

Index Terms—Wireless networks, physical layer security,
anti-eavesdropping, secret key generation, secret information
transmission, total secure degree of freedom.

I. INTRODUCTION

NHANCEMENT of wireless network security is important

for future applications in Internet-of-Things (IoT) and
various battlefield networks. Wireless physical layer security,
as the first line of defense against eavesdropping, aims to keep
the information transmitted in open air between legitimate users
safe from eavesdropper (Eve) even if the users do not have a
pre-existing secret key for digital encryption.

There are two groups of methods for wireless physical layer
security [1]. One is commonly called secret key generation, and
the other can be referred to as secret information transmission.
A method for secret key generation is a protocol for a pair of
legitimate users to generate a common secret key from their
observed signals that are correlated with each other, and this
key can be applied later for digital encryption. A method for
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secret information transmission is a physical layer scheme that
allows a user to directly transmit a secret to another without the
necessity of a secret key already shared between them.

The secret key generated between two users can keep the
information later transmitted between them secret from Eve who
may have any number of antennas and/or any level of channel
gain. This is because the secrecy of a transmission encrypted by
a secret key is no less than the entropy of the key regardless of
the number of antennas on Eve, e.g., see [2].

On the other hand, the secrecy of the traditional methods
for secret information transmission diminishes to zero if the
number of antennas on eavesdropper is sufficiently large [3]. A
fundamental reason for this pessimistic phenomenon is because
Eve is not prevented from knowing her receive channel state
information (CSI) with respect to the transmitter (Alice). It is
also known that if two legitimate users know their CSI but not
Eve’s CSI while Eve knows her CSI as well as the users’ CSI,
the secure degree of freedom (SDoF) of the system is zero if the
number of antennas on Eve is larger than or equal to the smaller
of the numbers of antennas on the users [4].

To prevent Eve from knowing her receive CSI with respect to
Alice, some of the early ideas are to avoid any transmission
of pilots from Alice, e.g., see [5] and [6]. But this strategy
does not work well for wireless communications at high carrier
frequencies (such as in gigahertz) for which pilots are essential
for the intended receiver (Bob) to be able to perform carrier syn-
chronization and subsequently detect phase shift keying (PSK)
and/or quadrature amplitude modulated (QAM) symbols.'

More recently, a new strategy called anti-eavesdropping chan-
nel estimation (ANECE) was proposed in [7], which allows two
or more cooperative full-duplex radio devices/users to estimate
consistently their own receive CSI with respect to each other but
at the same time prevents Eve from having a consistent estimate
of her receive CSI. Full-duplex radio is an emerging technology,
which allows a radio to transmit and receive at the same time
on the same carrier. In this paper, we assume that the residual
self-interference of full-duplex radio is relatively small (subject
to arange of communication) and can be lumped into the channel
noise term.

Some potential benefits from ANECE were studied in [7]
and [8]. In [7], the capacity of Eve with any number of an-
tennas to receive information from Alice, subject to a limited
window per channel coherence period, was considered. That

UIf frequency shift keying (FSK) is used by Alice, then all receivers including
Eve within range could rely on phase locked loop to detect all information
symbols without pilot. So, FSK is not suitable in the context of this paper.
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capacity was shown to be zero, approximately zero or at most
bounded as the transmit power from Alice increases, under
an assumption. That assumption is that Eve’s receive channel
matrix with respect to Alice is only known to Eve as a matrix of
independent and identically distributed (i.i.d.) random elements
with their absolute means much smaller than their deviations.
That assumption does not take into account the fact that ANECE
does not hide all information of Eve’s receive CSI from Eve.
In [8], the SDoF of information transmission between two multi-
antenna full-duplex users applying a two-user ANECE, against
Eve with unlimited number of antennas, was studied. However,
the study shown in [8] does not address a network of more than
two users.

In this paper, we present further contributions on the secrecy
achievable from ANECE. We will first examine the capacity
Chey of the secret key that can be generated by each pair of
users in a multi-user network where ANECE is conducted. We
will also examine the capacity Cy.qps of secret information
transmission between a pair of users using ANECE-assisted
channel estimates. Assuming that the channel matrices between
users are independent of Eve’s receive channel matrices, the total
secrecy for a pair of users achievable from ANECE is the sum of
the two capacities. To measure the total secrecy from ANECE,
we will introduce a total secure degree of freedom (TSDoF)
based on both Cj.cy and Ciygps.

To analyze Cl.,,, we will consider two variations of ANECE
for a network of more than two users: one is “pair-wise ANECE”
and the other is “all-user ANECE”. We will also consider Cle,
based on the conventional channel training. A major finding is
that the SDoF of Cj,.,, with respect to the channel training energy
is the same for all these training methods. The analysis of C.y
builds on the prior work in [9] where optimal ANECE pilots were
derived.

While C}., is invariant to, or unconditional on, the number
Npg of antennas on Eve, Cyqps is generally affected by Ng.
Indeed, one might find such prior works as [3] and [4] suggesting
that C},q4ns reduces to zero as Np increases. However, we
will show that, using ANECE (for a network of full-duplex
radios with reciprocal channels), Cy,.q,,s can be a positive value
unconditional on Ng.

Most of the key results in this paper are highlighted in Prop-
erties 1-12, which should be easy to locate (and hopefully also
easy to appreciate) by readers. For example, for a reciprocal
channel between two full-duplex users each with N antennas in
the presence of Eve with Ny antennas where CSI is unknown
everywhere initially, the TSDoF of this system via ANECE (in
bits per channel use per doubling of power) is shown to be
dnew = Nl withy) = (2K>N — Np(K> — min(K, N)))*
with Ko > 0 and N + K, being the number of channel uses
per coherence period. This follows from (130). Furthermore,
Property 12 shows that the TSDoF of ANECE is in general
significantly larger than that shown in [10]. The latter assumes a
conventional MIMO channel between two multi-antenna users
where CSI is also assumed to be unknown everywhere ini-
tially. Property 12 quantifies a TSDoF advantage of utilizing
full-duplex radios and reciprocal channels via ANECE.

1089

The rest of the paper is organized as follows. In section II,
we review the principle of ANECE, and also provide some key
facts of ANECE for users as well as Eve. In section III, we
analyze and compare the secret key capacities between each
pair of users following a pair-wise ANECE, an all-user ANECE
and the conventional method for channel estimation. In section
IV, we analyze and compare the secrecy capacities of one-way
and two-way information transmission between a pair of users
following all-user ANECE. To make the analyses tractable and
insightful, we will assume a symmetric network of users where
each user has the same number of antennas and all elements of
their channel matrices are i.i.d.. Furthermore, we focus on results
under a large energy for channel training and a large power
for secret information transmission. A Monte Carlo simulation
is shown in section V. In section VI, we compare our results
with [10] and [11]. The final conclusion is given in section VII.

Notations: The bold lower and upper cases represent vectors
and matrices respectively. The M x N complex matrix space,
the NV x N identity matrix and the NV x N zero matrix are
denoted by CM*N 1y and Oy respectively. The transpose,
conjugate, and conjugated transpose are 7, *, and ¥ respec-
tively. The trace, determinant, Kronecker product, expectation,
expectation over = only, diagonal matrix, base-2 logarithm and
natural logarithm are T'r, | - |, ®, &, &, diag{-}, log, and In,
respectively. The functions of mutual information, conditional
mutual information, differential entropy and conditional differ-
ential entropies are denoted by such forms as I(-;-), I(+;-|-),
h(-) and h(:|-) respectively. Finally, ™ = max(z,0) and |z
denotes the largest integer no larger than x.

II. PRELIMINARIES
A. System Model

Assumption A: All channel gains in the system stay constant
within each coherence period. All users are full-duplex with NV
antennas each. (Any residual self-interference is lumped into the
additive noise.) The channels between users are reciprocal. All
channel gains between users change as i.i.d. circular complex
Gaussian random variables of zero mean and unit variance
CN (0, 1) from one coherent period to another. All channel gains
from users to Eve are independent from each other and from
those between users. The channel gains from user j to Eve
change as i.i.d. circular complex Gaussian random variables
of zero mean and variance 0% ;, i.e., CN'(0,0% ;), from one
coherent period to another. All channel noise elements are i.i.d.
CN (0, 1) from one sampling instant to another.

Each coherent period is utilized in two different phases. In
phase 1, ANECE is conducted among M > 2 full-duplex users.
In phase 2, there is a transmission of secret information between
users. Illustrated in Fig. 1 is a scenario where user 1 broadcasts
secret information to all other users in phase 2. This can be
generalized into M + 1 phases, i.e., in each of the M phases
after phase 1, one of the users broadcasts to all other users.
The secrecy capacity of the broadcast transmission after phase
1 is analyzed in section IV-A. The secrecy capacity of another
transmission scheme after phase 1 is analyzed in section IV-B.
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Fig. 1. Illustration of an ANECE based scheme where two or more users
jointly perform ANECE in phase 1 and user 1 broadcasts secret information to
other users in phase 2 against Eve with any number of antennas.

More specifically, we consider a wireless network of M
full-duplex multi-antenna nodes/users where each user has NV
antennas. Over K; time slots in phase 1, all users transmit
their pilots concurrently (with a synchronization precision at
the symbol level rather than at the carrier level). User j trans-
mits p; (k) € CVN** fork=1,...,K;and j =1,..., M. Let

P; = [p;(1),...,p;(K1)]. Then the signal matrix received by
user ¢ in phase 1 can be written as
M
Y; =) H;;P;+N;
J#Fi
=HyPu +N; )]

where Zj\; denotes the sumoverall j € {1,..., M} butj # 1,
H; ; is the channel matrix from user j to user i, H;) is the
horizontal stack of H; ; for all j # i, P ;) is the vertical stack
of P; forall j # ¢, and N; is a noise matrix (including residual
self-interference). For reciprocal channels, H; ; = HJTZ for all
J#i.

Itis clear that as long as P(i) has a full row rank, user 7 is able
to obtain a consistent estimate of H; ; for all j # 7. Namely, the
estimate of H; ; for any j # ¢ by user ¢ converges to H, ; as the
noise variance relative to the transmit power goes to zero.

Now consider an eavesdropper (Eve) with Ng antennas. If
there are multiple eavesdroppers colluding with each other at
the physical layer, we can treat all of these eavesdroppers as one
Eve with N being the sum of the numbers of their antennas.
If multiple eavesdroppers are present in isolation from each
other, we can consider Eve as any one of them without loss
of generality. The signal matrix received by Eve in phase 1 is

M
Yg = Z Hg;P; + Ng

i=1

=HgP + Ng ()

where Hp; ; € CVE*N is the channel matrix from user i to Eve,
Hp, is the horizontal stack of H g, for all ¢, P is the vertical
stack of P; for all ¢, and Ny is a noise matrix. To prevent Eve
from obtaining a consistent estimate of Hp, we need P to have
a reduced row rank » < Ny — 1 with No = M N.

IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 70, 2022

Any set of pilots satisfying rank(P ;) = Ny — N for all i
and rank(P) = r < Np — 1 is called a set of ANECE pilots.
Optimal designs of the ANECE pilots are discussed in [9].

Since the network under consideration in this paper is sym-

metric, an optimal pilot matrix P is known [9] to be
P=FV* (3)

where Visa (M — 1)N x K; orthonormal matrix satisfying
VVH =1, withr = (M — 1)N, and

o K,P, =
=\ ar—n “)

where P; is the transmit power from each user, m can be
any integer in [0, M — 1], and Q,,, is the MN x (M — 1)N
matrix obtained by removing a set of NV equally spaced columns
from the M N x M N discrete Fourier transform (DFT) matrix
Qprr. Specifically, if we let the (I 4+ 1,k + 1)th element of
QDFTbC’LUé\If[N withwp y = e_jQﬂ—ﬁ,O <I<MN — 1land
0<k<MN —1, and stack horizontally N equally spaced
columns of Qp g7 as follows:

1 1 . 1
m+M m+(N=1)M
WarN WyrN

m
Wyp N

Qm
m(MN-1)  (m+M)(MN-1 - (N—1) M) (M N-1
wM(N )w(”N ) )~~~w(MN( IM)( )

(5
then Q,, results from removing all the columns in Q,, (for
any fixed integer m € [0, M — 1]) from Q p pr. We will choose
m = 0 unless mentioned otherwise.

B. MMSE Channel Estimation in Phase 1

In phase 1, user ¢ obtains the NV x K7 signal matrix Y, and
Eve obtains the Np x K; signal matrix Y g. The minimum
mean squared error (MMSE) channel estimations by users and
Eve will be needed. It is important to understand the key prop-
erties of these estimates, which are highlighted in Properties 1,
2 and 3 below in this section.

According to Assumption A, the elements in H; ; for all s and
j #iareiid.CN(0,1), and all elements in N; for all 7 are also
iid. CN(0,1). And Hg ; for all j are independent from each
other and from Hj ,,, for all ¢ and m # ¢, and the elements in
Hpg j are iid. CN(0,0% ;). And the elements in N are i.i.d.
CN(0,1).

1) Channel Estimation by Users: Applying vec(XYZ) =
(Z" @ X)vec(Y), we can write y; = vec(Y;) as

M
yi= Z(P;F ®@In)h;; +mn;
J#i
=Q(\hg) +m
where h; ; = vec(H; ;), and n; = vec(N;), h;y = vec(Hy),
and Q(z) = P?z) ®In.
We will also use the selection matrices S; and S;) which

are defined to be such that S;P = P; and S(j)f’ =P;. We
denote Ky y = E{xy'"} as the correlation matrix between two
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random vectors x and y. Also let Ky = K x. Depending on
the context, Ky may be also used as the covariance matrix of x.
The MMSE estimate of h;) by user i is

h) = Kh(i)7yiK;i1yi
= Q(z‘)(Qg)Q(i) +Ink,) 'y (6)

and equivalently the MMSE estimate of h; ; by user 4 has the
following form

hiJ = Khi,]'7Yz‘ K;}}%
= (P} @ In)(Q(;Qq) +Ink,) ' yi: (7)

Let Ahg) = hg, —fl(i). Then the correlation matrix of
Ah(i) is

Kan,, = E{Ah(i)Ahg)} =Kn;, = Kng)y K;ilKII;I(i)J’i
=Inwr-n) — Qu)(Q{f)Q(i) + INKI)*Q{{)
1
= (QmQ{{) + IN(NT—N)) : 8)

Using the optimal pilot matrix in (3), one can verify (e.g., see
equation (79) in [9]) that

o e par \ L
Kan,, = (IMNfN +SuHFF S(i)> @Iy

B I]\/[_l + %IM,iq7qugI%4,i
o 1+ MNp

@In2, (9

where 3 = %, I, is Iy without the ith row, and q,,, =

M-1 . jorL
[Lw?, . w ™ with wyy = e 9273,

The correlation matrix of Ah; ; = h; ; — flu isan N2 x N2
diagonal block of K Ahg)s which is

Kan,, = £{Ah; ;Ah},

= aINZ 5 (10)

NB
M—1+W1NI,iQmQ£{Iqj\})i i

here o is a diagonal el £l
where v 1S a lagona element o T+ NB , ..,

. 1+2Np
1+ N(M+1)3+ MN2p2’

Y

Property 1: As F1 = K1 P; — oo, the correlation matrix
K an, ; of the channel estimation errors at each user converges
to the zero matrix.

Proof: As shown already, K Ah;; = alpyz. And it follows
from (11) and 5 = % that limpg, oo v = 0.

2) Channel Estimation by Eve: The signal vector yp =
vec(Y g) received by Eve in phase 1 is

M
ye=>» (P"S] @Iy, hg,;+ng

i=1
= (P"®1Iy,)hg+ng (12)

with hg ; = vec(Hg;), hg = vec(Hg), and ng = vec(Ng).
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The MMSE estimation of hg ; by Eve is

—1
hE,i = KhE,i;}'E KyE YE

p* D D * -1
=0%,(SiP*@1In,) (PTAEP* ®In, +Inyk,)  VE,
(13)

where Ap = diag{o% In,...,0% y;In}. The correlation
matrix of lflE’i is

_ -1 H
KhE,q‘, - KhEVHYE KYEKhE,i,YE

= 0%72(8113* ® INE) (PTAEP* @ In, + INEK1)71
-(PTS] @ 1In,)

1 _1
= U4E,i(SiAE2 WAL® S? ®Ing)

= 05,(Si¥S] @ 1y,),

with
= ALP (PTALP +1x,) 'PTAL  (14)
Applying I+ AB)"! =1— A(I+BA) !B, we have
o 1\ —1
¥ =Tyy — (Luny + AFPPTAL) . (15

We can further simplify the correlation matrix K~ with
the optimal pilot matrix P* = FV. First, we define 3p =

diag{og,...,0m 0 }. Then, one can verify that

P'PT =FF” = 3 (MNIy; — Nanal) @ Iy (16)
and hence
S, oS’

-1
=1Iy— {(IM + X5 (MNBILy — NBanalt) g) L In
1

~ Ly~ [(Z} - NOZpanaiZe) | In an

where X%, =1, + MNBX?%. Applying the Sherman-
Morrison identity (A +bc?)t = A~1 - A berAl

1+cTA-1b ° we
have
S, ST = (1 — (1+ MNBo%,) "
NB (1+MNBo%,) o2, .

- — N

1-NgYM [(1 + MNBo},,) a;m}
Qg

o Iy. (18)

where & ; is defined obviously above. Then, from (14), we
have

KBE7 = OAéEﬂ‘INNE. (19)
Furthermore, the correlation matrix of Ahg ; = hg; — h E.i
is
_ 1y H
KAhE,i = KhE,i - KhE,hYEKyEKhE,i,yE
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_ 2 A
= UE,iINNE — KhEL

= (U%E,i —api)Inng. (20)

Property 2: If 0F, ; = 0, (i.e., invariant to i), then as F, =
K1 Py — oo, the correlation matrix Kany, ; of the channel es-
tiIQnation errors at Eve converges to the constant nonzero matrix
UWEINNE.

Proof: As shown before, Kan,, = (0%, — dg,i)Inn,.
Then, one can verify from the definition of & EZ in (18) that

2

. ~ a
lim (0'%71- — OéEJ') =-£

E1—00 M’ @h

The cross-correlation matrix between Ahpg ; and Ahg ; for
1#£ jis
KAhp;,Ahp,

_ e H
- KhE,uYEKyEKhE,j,yE

= —0%,0%, (SP ®1y,) (PTARP @ In, + Ingx,)
- (PTST @ 1In,)

— —oh0h, (SiA,T ¥ALST 9Ly, )
=—0p,iop; (Si¥S] ®1Iy,). (22)
Define
AE,i,j = UJQE,iUJQE?,j
 NB(1+MNBop,) " (1+ MNBoh,) " o5

1-NgYM_ [(1 + MNBU%M)

Using (15) and (16), we have

2
UE,m:|

S; wST

= — (T + 2 (MNBLy — Noanall) 2p) '] Iy

BN AN 24)
OEiOE,j

It then follows from (22) that KAhE,“AhEJ =apInNg.
Property 3: If 0% , = 0% (i.e., invariant to i), then as F; =
K1 Py — o0, the cross-correlation matrix Kany, ;, Anyp, ; for the
channel estimation errors at Eve for i # j also converges to the
2
nonzero matrix ”ﬁEI NNg-
Proof: This property follows

ogi i Inn, and (23),ie.,

from KAhE,i,AhE,j =

2

o
. E
lim agp,;; = —

We see from Properties 1, 2 and 3 that while the channel
estimation errors at all users go to zero as the training energy £;
per user increases, the variances and some cross-correlations
of channel estimation errors at Eve converge to a non-zero
constant as F/; increases. We also see that as the number of users
participati112g in the M-user ANECE increases, the non-zero

constant UWE decreases. But we will show that this does not
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weaken some important advantages of all-user ANECE over
pair-wise ANECE.

III. CAPACITY OF SECRET KEY FROM ESTIMATED CHANNEL
MATRICES IN PHASE 1

In this section, we will study the capacity of the secret key that
can be generated between each pair of users after ANECE has
been conducted in phase 1. In the next section, we will study the
secrecy capacity of information transmission between a given
pair of users in phase 2.

The channel estimates by each pair of users following ANECE
can be used to generate a secret key via secret key generation
protocol [12]-[16]. In this section, we analyze and compare the
capacities of these secret keys in three different cases.

As stated in Assumption A, Eve’s receive channel matrix
is independent of the users’ channel matrices and all channel
matrices stay constant within each coherence period but change
independently from one coherence period to another, the ca-
pacity of secret key generated by users ¢ and 7 based on their
respective observations Y; and Y ; in bits per channel coherence
period is known [13, Th. 4.1] to be

Crey(1,7) = 1(Y ;Y ;) = I(yi;y5)

which is the mutual information between y; and y .
From [9, Lemma 1], we know thatif S;P* and S;P* both have

full row ranks, then I(y;;y;) = I(flw-; flﬂ) where ¢ # j, flm
is the MMSE estimate of the channel vector h; ; = vec(H, ;)
by user i, and h; ; is the MMSE estimate of h; ; = vec(H; ;) =
vec(ngj) by user j. Furthermore, it is known (see (41) in [9])
that subject to P* = FV with any F but VV# =1,

(26)

I(yi;y;) = —logy [Inz — Ty ;L1 54, 27)
where
T,; = (S,FF7ST @ 1y) - [(stFHszg))
(In + S FFFST)) (S FFFST)| @Iy, (28)
Tri = (Iy ® SFRIST) — 1y @ [(SiFFHSz;))
(I + S FEST)) (S ;) FEST). (29)

Note that F in (4) is optimal for the case where ANECE is
applied simultaneously to M > 2 users. We will refer to this case
of ANECE as “all-user ANECE”. We can also apply ANECE to
each pair of users sequentially for all pairs in phase 1, which will
be referred to as “pair-wise ANECE”. For pair-wise ANECE, the
optimal F will be shown next.

A. Using Pair-Wise ANECE

For a fair comparison between all-user ANECE and pair-wise
ANECE for M > 2, we set the total energy consumed by each
user for channel estimation (in phase 1) to be F;. It follows that
F, = P, K, with P; being the power consumed by each user
for all-user ANECE.
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For pair-wise ANECE, there are (%) = 1M (M — 1) distinct
pairs sharing /(; time slots in phase 1 orthogonally, and each user
needs to be active sequentially for M/ — 1 distinct pairs. Let P{
be the power consumed by each user in an active pair, and K
m be the number of slots used by each active pair. Then

weneed toset P/ K| (M —1)= P K, =

1
P{ = 5 MP;.

Note that 4/ Kj\lffl =,/ NQ}\/EU which is the same as the scalar

in (4). Therefore, the optimal F for pair-wise ANECE is a special
case of (4) and equals to

= F or equivalently

(30)

I K1P1

— Q! 31
with

1 1 1

l 1+2 l+2(N 1)
~ Wy N Wy N Wy N
Q= . : (32)

1(2}\/—1) (1+2)(2N—1) (l+2(N—'1))(2N—1)
W) N Wy T Whn

where [ is either O or 1. Note that [ here relates to m (in the
previous Q,,, with M = 2) as | = (m + 1)moduto_2-

Given the symmetry of the network, we have I(y;;y;) =
I(y1;y2) for all i # j. Therefore, it follows from (27) that the
capacity of the secret key generated from the estimated channel
matrices by each pair of users following pair-wise ANECE is

C;i’é?,") = —logy [In2 — Ty 2721, (33)
with
T2 = (S:F'FYST @ Iy) — [(S.F'FYS])

(In + SoF'FAST) LS, F'FHST) @ I, (34)
FT72’1 = (IN & SlF/F/HS{) - IN X [(SlF’F/HS,{)

(In + S F'FHST) (S, F'FHST)] (35)
where S; = [Iy,0x] and Sy = [On, In].
Furthermore, one can verify that
S F/(F)7ST = kI, (36)
SoF (F)HST = k1, (37)
with
k= % (38)

AndhenceT; » = 2 In2andT'r g1 = 7 Iy2. Therefore,
the following property is ready to be verified.

Property 4: The capacity (in bits per channel coherence pe-
riod) of the secret key generated by each pair of users following

pair-wise ANECE is

(1+ k)2

C(Pair)
2k+1°

(et = N2 log, (39)
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with £ defined in (38). For large M or small Fjy,
CP") ~ (log, 6)7% . (40)
key (M —1)2
For large F1,
(pair) ., ar2 Ey
Ckey =~ N IOgQ m (41)
Furthermore,
(pair)
dpem) = Jim U = N2, (42)

E1—00 logy Fy

Proof: (39) follows from the previous discussion, i.e., the
simplification of (33). (40) follows from the second order ap-

proximation of (39) for small Afjl. The others are also easy to
verify.

Note that d\**™) can be called the degree of freedom in

key
C,i’:;") with respect to log, ;. In other words, d(p ") s the

increased number of bits of secret key for every doubhng of £y
when F is large.

B. Using All-User ANECE

We now consider the capacity of secret key generated by each
pair of users following all-user ANECE applied to the symmetric

network, which is given by C,(;:Z) =I(y;;yi) = I(y1;y2) in
(27) along with (28), (29) and (4).
It is known (see the discussion below equation (100) in [9]

where Ny is equivalent to k£ below) that

2
( k- )
M T+k
—TijTrji)=|1-~———5— | In2.

(Iys
(1+ Mk)?

(43)

Using this result in (27), the following property can be shown.

Property 5: The capacity (in bits per channel coherence pe-
riod) of secret key generated by each pair of users following
all-user ANECE is

k
CIEZZ) = IOgQ |IN2 — Fi,jFT,j,i| = N2 10g2 (1) R (44)

ko
with
k= (14 Mk)?, (45)
ko =14 2Mk + 21]\?; @ fk:)Z’ (46)
and k = NG M - Furthermore,
(all) 2 ( J?\/ )
1»1113130 C’key = N*log, n 2% . 47)
For small Eq,
Ciey = (logy €) Y. (48)
For large F1,
Cie) ~ N2 log, (%) . (49)
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Finally,

(all)
lim —Y_ = N2,
Ellaoo 10g2 E;

all) .
dl(cey) =

(50)
Proof: (44) follows from the previous discussion. (47) fol-

lows by using £ — 0 and Mk —> }f\} as M — oo. In fact, the

first-order approximation of C’ ( ) in terms of 1 /M as M — oo

can be shown to be

b
C’,EZZ) ~ N? log, {a <1 - Mﬂ

with a = U b = 2UEE) s and ¢ = By /N. (48) follows

from the second order approximation for small £} . (49) follows
by using k; — (Mk)? and ko — 4Mk as E; — oo. The rest is
obvious.

We see from Properties 4 and 5 that the degree of freedom of
secret key generated by each pair of users following either pair-
wise ANECE or all-user ANECE is the same N 2. Furthermore,
we have the following.

Property 6: For M > 2, the gap between Ck ) and CP*")

61V}

key
is
(all) . ~(all) (pair) _ Ar2 1
Ckey - Ckey Ckey =N 10g2 (1 + 71 >0
(52)
with
(1+ Mk)?
Y= 6
and k = m As M or E increases, v decreases and hence

AC,iey increases. Furthermore,

. N ?
A}linxy = (-El + 1) > 1, (54)
Elllinmy = 7 —3 > 1. (55)

Proof: (52) follows from Propositions 4 and 5 with straight-
forward but slightly tedious steps. We can also write

M1 (4 g5 R
Oremi () "

where we see that both J\j‘/[ 7 and ((]\1/\[/1 21))]\ 7 are decreasing func-
tions of M. So, v decreases as M increases. We also see from
(56) that v decreases as Z =+ increases. The limit of v as M or
FE) increases is also easy to verify. The inequalities in (52) and
(53) follow from the decreasing nature of v and the inequalities
in (54) and (55).

The above property suggests that using all-user ANECE is
advantageous over using pair-wise ANECE in terms of secret

key capacity (i.e., Ck ey VETSUS C,gi‘;ir)) subject to the same
total transmit energy FE; per user for each coherence period.

IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 70, 2022

C. Using Conventional Method

Now, we consider the conventional method for channel train-
ing. In this case, each user sequentially broadcasts a pilot
matrix P with orthonormal rows and the total energy FE1, i.e.,
PPH = %I ~. The total number K of time slots needed for
all users must now satisfy K; > M N.

Although the conventional method does not allow multiple
users transmit their pilots concurrently, we still can use the same
formula (27) to compute the capacity of secret key generated by
each pair of users. Specifically, to obtain I(y1;y2) based on
the conventional channel estimation, we can choose P = F =

\/%[IN, IN]T, Sl = [IN, ON}, SQ = [ON, IN}, S(l) = 82 and
S(z) = S, for I(y1;y2) in (27). Therefore, the capacity of secret
key generated by each pair of users following the conventional
channel training is

Cii(e(;w) —logy [In2 = Ty 2T721], (57)
T, = %INQ
_ <%IN<(1+L]?\;> IN> LJC\;IN> ® Iy
- N]ilE1 b, (58)
Iroq = %Im
Iy ® (?\;IN ((1 + 1]5\[1) IN)1 ]]EVlIN>
N:E:E1 T (59)

Therefore, the following property is ready to be verified.
Property 7: The capacity of secret key generated by each pair
of users following the conventional channel training is

2
((’om;) -1 E I
Ckey Og2 ( ( +E1) > N2
Ly
= N?%log, (1+ fg) (60)
(1+2%)
For small F1,
Cler™) ~ (log, €) E3. 61)
For large F1,
O ~ N2 log, S5 (62)
Finally,
(conv)
d(con'u) - key _ N2. (63)

key FEi—o0 10g2 E]_

Proof: (60) follows from the previous discussion. (61) fol-
lows from the second-order approximation for small ;. The
rest is obvious.
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We see that dﬁ:ei"v) = d,(;ll;) = d,(ci‘;”) = N?. Furthermore,

the following is easy to verify.

Property 8: Let AC’lgzzn”) = C,(CZZM) — C,gi;l). Then,

. (conv)
A}linx ACkey =0, (64)
. (conv) _ A72 M -1
Elllgnw ACkey = N-log, <2M ) . (65)
And for small F1,
AC™) < O(EY). (66)

Proof: (64) follows from (47) and (60). More generally, it
follows from (51) and (60) that for large M,

(67)

a b
ACLY = N (oms )

with b defined below (51). (65) follows from (49) and (62). (66)
follows from (48) and (61).

The conventional method does not have the rank constraint on
the overall pilot matrix P. It is expected that AC,EZ‘;"”) > 0 for
M > 2.Butitis a surprising result that as M increases subject to

any fixed F1, the gap AC ,EZZ"U) approaches zero. This property
could be useful (for example) for a swarm of drones which apply
all-user ANECE for channel estimation.

We also see here that with large ', the gap AC,E‘;‘;”U)
M > 2 usersis no larger than N2. For the case of single-antenna
users, the gap AC,EEZ”U) at high power is no larger than 1.

Itis important to note here that by the conventional method for
channel training, Eve is not made blind to her receive channel
matrix and hence any subsequent transmission of information
between users always has a zero secrecy when the number of
antennas on Eve is sufficiently large [3].

Before we discuss the unconditional secrecy of ANECE as-
sisted subsequent transmissions between users, shown below is
another useful property.

Property 9: The minimum number K ,,;, of time slots (or
sampling instants) required for channel training for all users in
phase 1 is as follows. For pair-wise ANECE,

for any

K = %M(M —1)N. (68)
For all-user ANECE,
K" = (M —1)N. (69)
For the conventional method,
K{o") = MN. (70)

Proof: For pair-wise ANECE, each pair needs at least [V time
slots, and there are %M (M — 1) pairs. For all-user ANECE, the
pilot matrices (each of (M — 1) N or more columns) transmitted
by all users concurrently must occupy (M — 1) N or more time
slots. For the conventional method, each transmit user requires
at least /V time slots. '

It is interesting to see that K 1(‘1;72” <K ﬁ;:;? <K fpg;;) for
M > 2, i.e., using all-user ANECE causes the least amount of
delay for consistent channel estimation at users.
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D. Numerical Illustration

Fig. 2 shows C]f,*;y versus M where 02 = 1, N = 4and F; =

20, 30 dB. We see that C,i(;‘;m) > C’,gilyl) > C,?;Zir) as expected

from the previous discussions. It is interesting to observe that

u L . .
C ,i‘; y) decreases initially and then increases later as M increases.

Consistent with (64), C’,i‘;;l) approaches C
large.

(conv)

key ~ as M becomes

(conw)
Fig. 3 shows A% versus F4 in dB (i.e., 10logy E1)
where 02 =1, N =1,2,4 and M = 3,9,27. The values of

(conw)

—+— at large I in this figure are consistent with (65).

IV. SECRECY CAPACITY OF INFORMATION TRANSMISSION IN
PHASE 2 AFTER ANECE

In this section, we consider the secrecy capacity of informa-
tion transmission between users in phase 2 following ANECE in
phase 1. If a conventional method is used for channel training in
phase 1, Eve is able to obtain a consistent estimate of her receive
channel matrix with respect to any user who has sent a pilot. In
this case, Eve with an unlimited number of antennas is able to
detect all information transmitted by those users, and hence the
unconditional secrecy of information transmission following a
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conventional training method is zero. However, if ANECE is
applied by users for channel training, Eve is unable to obtain a
consistent estimate of her receive channel matrix with respect to
any of these users, and hence there is a nonzero unconditional
secrecy in information transmission following ANECE.

The results from this section will provide a quantitative
measure of the secrecy of information transmission following
ANECE. We will consider two types of secret information
transmission following ANECE. The first is the broadcast trans-
mission as shown in Fig. 1. We will also refer to this as one-way
transmission from a user to another. In this case, the secrecy
capacity between a transmit user and a receive user is the same as
that between the transmit user and any of the other receive users.
Notice our assumption of symmetric user network. Without loss
of generality, we will just focus on one pair of users, which
is done in section IV-A. However, if the M users sequentially
broadcast their secret information in M phases after phase 1,
the obtained results in section IV-A do not apply to each pair of
users in each of the M phases. This is because the M channel
matrices from the M users to Eve are no longer independent
from each other given the knowledge that Eve has obtained in
phase 1. In section IV-B, we will study a different transmission
scheme after phase 1, called two-way scheme.

To obtain useful insights, we will focus on asymptotical
results under a large energy F; in phase 1 and a large power
P5 in phase 2. The secrecy capacity Ct.qns Of interest here is
also measured in bits per channel coherence period. In addition
to Assumption A, we will use:

Assumption B: All transmitted information symbols in phase
2 are i.i.d. CN(0, ) with P, being the transmit power by the
transmit user in phase 2. The power P; used by each user in
phase 1 is so large that each user has practically obtained its
exact CSIL.

A. One-Way Transmission After All-User ANECE

We now consider the broadcast or one-way transmission of
information from one user to other users in phase 2 as illustrated
in Fig. 1. we will consider a particular pair of users, i.e., user
1 and user j each having N antennas, where user ¢ transmits

the information-carrying signal vectors x; (k) fork = 1,..., K»
and user j accordingly receives

Y, =H;,X; +N;/ (71)
where Y} =[yi(1),...,y(Kz)] € CV¥K2, X, =
(xi(1),...,xi(K2)] € CN*E2) H;, is the same channel

matrix between users ¢ and j in phase 1, and N; is the channel
noise matrix at user j in phase 2 but has the same statistics as
in phase 1. According to Assumption B, the elements in X; for
all coherence periods are i.i.d. CN (0, &) with P, being the
power of x; (k).

Corresponding to X, Eve with Ng antennas receives

Yy =Hg, X, +Ng/ (72)

where Hg ; € CNexN i the same channel matrix from user i

to Eve in phase 1, and N is the channel noise at Eve in phase
2 but has the same statistics as in phase 1.
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The vector-form expressions of (71) and (72) are respectively

y; = (I, ® Hj;)x; +ny) (73)

vE = (Ik, ® Hg ;)x; + nlg (74)

where y'; = vec(Y}), x; = vec(X;), etc.

According to Assumption B, F; is so large that the estimate
errors of H; ; by both users 7 and j are negligible compared to
the effect of the channel noise (see Property 1). But the estimate
of Hg,; by Eve equals to }AIE,Z' =Hpg,; — AHg,; where all
entries in AHp ; can be treated as uncorrelated with each other

and having the variance 72
Hence, we have

7 (see Property 2).

y; = (Ix, ® Hj;)x; +n (75)

Y = Ik, ® Hg)x; + (I, ® AHp,)x; + 0. (76)

Then the capacity in bits per coherence period of the secret
transmitted from user ¢ to user j can be defined as

Cme) = |I(ysxilhy,) — 1

trans

. +
(¥E; X ‘hE,i)} (77)

°"¢) in order to find

Next, we will analyze the two terms in C’mmS

a lower bound of Ot(f;’,fé

1) Analyszs ofl(yj ;x;|h;;): Since x; consists of N Ky ii.d.
CN (0,

) entries, we first write

I(y);xilhy ) = h(x;) — h(xily;, hj) (78)
where h(x;) = log, [(me) V2| 221y, []. For the second term in
(78), we can use the fact h(x|y) < log[(me)" K|y |] with x be-
ing arandom vector in C™* Land Kyy =Kx — nyyK;le’y

[17]. Therefore,

} + NK;log(me)

(79)
where the expectation &}, is over the distribution of h; ;. With
given h; ;, it follows from (75) that

h(Xi|Yj7/ hj,i) <& {log |KX71\Y_1”hj,i

Py P3

qu'\ij’hj - N ~ VK, — N2 (IK2 ® H;Il)

P —1
< 2(Ix, © H; HY )+1NK2> (I, ®Hj,).  (80)

Applying |[I+ AB| = [I+ BA| and hence |al —a?>(I®
AN (@I AAD)+T) 1 I®A)| =|ad - d?(a(I®
AAT) +T) I AAT)| =|(aI® AAT) + 1)1
one can verify that

P

10g Ky, [y, /h, .| = NK log, NQ
Ko log, | Iy + 221, 1 81
— Ly log, N“FF SRAZS NI (81)

Combining (78), (79) and (81), we have

P.
Iy xilhj;) > K&, {log2 Iy + WQH]HJH

} . (82)
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According to [18], if A € C™*™ consists of i.i.d. CN(0, 1)
entries and c is a constant, then &{log, |L,, + ZAAH|} —
min{m,n}log, P + o(log, P) as P — <.

Therefore, it follows from (82) that as P, — oo,

I(y};xifhj;) > KoNlogy Py + o(logy Po).  (83)
2) Analysis of 1(y's; x; |f1E7i): We can write
I(ygixilhg) = h(yglhe:) — h(yglxihe:)  (84)
where
h(ylhe,) < & {log[(me) " 2K, 1 T}, (85)

and the expectation 5}] is over the distribution of flEZ The
inequality is because of the non-Gaussian nature of y', (see
the second term in (76)) given h ;. It follows from (76) that the
. . ! . ‘s .
covariance matrix Ky,E s of yi; given hg ; is

e _ b 2 (L, ® Fp )
+Mg; +1Inyk, (86)
with

Mg = Eoan{(lx, ® AHp ) xx (I, ® AHg )7}

P
= Ean{(lx, ® AHp ) Iy, (L, © AHp )"}

_ B

(IK2 X gAh{AHE ZAHE 1}) (87)

and &, A, is the expectation over x; and AHg ;. Using Property
2 for large E'1, one can verify

Pyo?
E
Mg, =

i= (88)

INEK2

Since y’; is Gaussian when conditioned on x; and h E.i» the
second term in (84) is

hy'’slxi, hg:) = gfr{IOg[(”e)NEm|Ky;5|x,3,f1E,,-|]}' (89)
where &, is the expectation over x;, and K_, | is the
R yE‘xuhE,'L
covariance matrix of y’; given x; and h Eli-
We can rewrite y’; in (76) as
Ye = X! @Iy,)hp; + (X @In,)Ahg,; +nlp.  (90)

Therefore,

K Yiglxihp = (X;T ® INE)KAhE,i(Xz( @ INE) + INp ko

2
= %X?X? @ Ing +Inpk, 91
where we have applied Property 2 for large E;.
Define that X; = /A X; if Ky > N, or X; = /5 X[ if

K5 < N. Also define n/ = rr_lin{N, K>5}. So, all elements in X;
are i.i.d. CN(0,1), and X7 X7 has the full rank n’.
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Then,

PQU% T~
XX+ Ly
MN 7 (2 +
(192)
Applying the matrix Minkowskis inequality |A + B|» >
|A Wt |B # for any positive definite A and B € C™"*"™ [19],

we have

51{10g[|Ky’E\xi,flE,iH}
PQO'QE ox lln‘XTX*
MN TPy T

EnlloalKy, 5, 1} = Vi, {1os,

2UE XTX*

v o 1+
)

= Ngn'&, {10g2 (1 +
(93)

Note that log(1 + aexp(bx)) for real a and b is a con-
vex function of z. Then E£{log(l + aexp(bzx))} > log(l +
aexp(b€{z})) due to the Jensen’s inequality [20]. Then

Pyo?,
MN

E{log[|K

velxihe

1} > Ngn'log, (1 9) (94)

where 6 = exp(£&, In|XTX}|) which is invariant to P..
Furthermore based on [21, Th. 1], we can write 0 =
exp(L 0, soma{ N Kok 1 — +) with  being the Euler’s
constant.

Combining the above results (i.e., (85), (86), (88), (89) and
(94)) into (84), we have

1y i s,
< & {log[[Ky, 5, [} — E{log[[Ky, 5. [}

P ~ ~
2P o HEang,i
N1+ 5)

P. 2
?\;‘[E) — Ngn'log, (1

= Ks&; | logy [Ing +

P.
+ NEK2 10g2 (1 + QUE 9)

MN
(95)

As P, — 00, the first term in (95) approaches a constant, but
the last two terms in (95) approaches either a constant if ' =
min(N, K5) = Ko or Ng(K2 — N)log, P> plus a constant if
n' = min(N, K3) = N.

Therefore, we conclude that as P, — oo,

I(ypixilhg i) < Ng(Ky —n')logy Py 4 o(logy P2)  (96)

Property 10: For one-way information transmission from one
user to another following all-user ANECE, the secrecy capacity

C°") in bits per channel coherence period has the following
property. For By = P K; — ocand P, = % — 00,
Cffant = mlogs Pa + oflog, P2) 97)
with
m = [KQN - NE(K2 - n’)]+ (98)
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Transmission
in phase 2
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Fig.4. Illustration of an ANECE based scheme where two or more users jointly
perform ANECE in phase 1 but only users 1 and 2 exchange secret information
with each other in phase 2 against Eve with any number of antennas.

and n’ = min(N, K3). For K5 < N, 11 = KN regardless of
Ng.ForKy > N, m = [KQN NE(KQ—N)]+WhiChiSpOS—
itive if and only if Np < K;’]\]fv

Proof: Using (83) and (96) in (77) yields (97). The rest is also
easy to verify.

We see that to ensure a positive unconditional secrecy for large
FE and P (unconditional on Ng), we need to choose Ko < N.
This property is unique from those shown in prior works such
as [4] and [10].

We also see that for Ko > N and large F; and P,

(one)

Crrans NNg + ;
o los s 2 ( o TN - Ng)™. This means that to ensure a

positive non-diminishing degree of freedom in the secrecy rate
(one)

70}“2'"5 in bits/s/Hz for large E;, P, and K2, we need to choose

(one)

N > Np under which limp, o 715225 2 N — Np > 0.
Finally, we note that Property 10 is equivalent to (60) in [8]

although the latter was derived for a single pair of nodes in both

phases 1 and 2. In other words, the all-user ANECE for any

M > 2 users does not change the result of Ct(:;ig provided that

F and P, are sufficiently large.

B. Two-Way Transmission After All-User ANECE

In this section, we consider a two-way transmission between
one pair of full-duplex users following all-user ANECE. This is
illustrated in Fig. 4. Specifically, in phase 2, users 7 and j transmit
two independent signals x;(k) and x;(k) respectively to each
otherfork =1, ..., K5. The distributions of the elements in the
signals are the same as in the one-way case, i.e., i.i.d. CN (0, %).
Ignoring the residual self-interference, the signals received by
users ¢ and j have the same form as in the case of one-way
transmission, i.e., (75).

But the signal received by Eve now has contributions from
both users ¢ and 7, i.e.,

r=Hp;X; +Hg;X; + Ng/ 99)
or equivalently in vector form,
o= Ik, ®Hg)x; + (Ix, @ Hg j)x; + Il/E (100)

which differs from (76).

As in the one-way case, we assume a large £ so that both
users ¢ and j effectively know Hj; ; and the channel estimation
errors by Eve follows Properties 2 and 3.
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Using Hg ; = }AIE,Z- + AHg ;, (100) becomes

o= (g, ®Hpg )% + (I, ® AHp ,)x;

+ (I, @ Hp j)x; + (I, ® AHp ;)x; + nfp.
(101)
The secrecy capacity in bits per coherence period of the two-

way transmission between users ¢ and j can be defined as
1 (v xailhyi) + 1 (yi;x5]hy ;)

, . . +
-1 (yEaxialehEth,jﬂ

The analysis of the first two terms in (102) follow the same
steps as for the one-way case. Namely, each of the two terms
is governed by (83). We will need to focus on the third term
I(y/E; Xiy X |lfl.E’i7 lleyj) in (102)

1) Analysis of I(y'g; X, xj|flE,i, }AIE’J‘).' We first write

C(two _

trans —

(102)

I(yb;xiaxj‘flE,hflE,j) = h(y/E|f1E,i>ﬁE,j)

— h(y'g|xi,%;, hp i, g ;). (103)
where the first term is
h (ybu}E,ia ﬁE’j) <€ {10g2 [(ﬂ—e)NEKz KYE\f‘EmBE,J' } } ’

(104)
with
P
K Yy \hE Z,hE7 = N (IKz @ HE zHE z)
P N N
++ (e, 0 Hg HE )
+ME7¢+MEJ +INEK2~ (105)

Note that the nonzero cross-correlation between AH g ; and
AHEg ; as shown in Property 3 does not matter in the above due
to independence between x; and x;. Using (88) in (105), we
have

T
Ky s, = 16 © (NHEHE + vy HeHe,

2P20'2
+ (ME + 1) INE> )

(106)
Then, for P, — oo,
E{log ‘Ky’E‘ﬁE ihg, 7|}
L HYE + Dl HY
:KQ((: IOgQ N ! QEF;ln_Q N ! B.j +INE
20 +1
 NpKolog, [ 227E 41

E182 1029 M

= NpKslog, Py + o(log, Ps). (107)

The second term in (103) is

h (y;ﬂxiaxjaﬁE,hﬁE,j)
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=& {log2 [(we)NEK2 K

where K

}} (108)

is the covariance matrix of y’; given

v'plxix;hE e

¥'glxi,x;, e, hE

X;, X;, hp; and hg ;. We now rewrite y’; in (100) as
/ T I T

+ (XI ®Iy,) hp; + (X¥ ®1Iy,) Ahp, +ng.

(109)

where the first and third terms do not affect K

) yE[Xi,X;,hE ihE ;°
ie.,

Ky, ixix; be, s,
= (X7 ®Iny) Kang, (X; @ In,)
+(X] @ Iy, ) Kang,, (X5 @ Ly,)
+ (X @ 1ny) Kang, ane, (X5 Ty,)

+ (XT ®INE) Kang ;. ang,; (X7 @ Ing) +Ingk,

< —EXTX: 4 —EXTX* + —EXTX*

+ EXTX* +IK2> ® Ing,. (110)

M
Here the nonzero cross-correlation between Ahpg; and
Ahg ; in Property 3 has been applied. (An error about this
occurred in Appendix A.3 in [8].)
It then follows that

E (X7 +X]) (X +X3) + 1k,

€ {10g2 ‘Ky/E‘xiaxjvﬁE,iyﬁE,j

= Ng& {log2

b

(111)

Define X, ; =
CN(0,1). Then,

xT +XT), whose entries are i.i.d.

}

2P20’E
MN

2P2 (

{10g2 ‘K "alxi, x5, hE “hEJ

X; ;X%

= NES {10g2 IK2

}. (112)

similar analysis as shown before for
|} in the one-way case, we have that as

€ {10g2 ‘KYE‘xiqxjyﬁE,ufﬂE‘j }

= Ngn'logy P + o(logy Ps).

with n/ = min(N, K»).
Applying the results (104), (107), (108) and (113) into (103),
we have that as P, — oo,

I <ylE§XivXj|flE,iﬂ lleJ)

< NgKslogy Py — Ngn'log, Py + o(logy P).

Following a
E{log, [K,,
Py — oo,

\x hEz

(113)

(114)

1099

Ng
Ny =21y
= 2K,N
2N
N
n>n1>0
N K;

Fig. 5. Tllustration of regions of the SDoF of information transmission for
one-way and two-way schemes. The upper curve is governed by Np = ?g 211\(,

without integer constraint while the lower dashed curve is by N = Ig 21\1[\,

without integer constraint.

Therefore, the following property is ready to be verified.
Property 11: For two-way information transmission between
a pair of users following all-user ANECE, the secrecy capacity

1) in bits per channel coherence period has the following

trans
property. For By = PLK; — oo and P2 = % - 0,
Citee) > 15 logy Py + o(log, Pr) (115)
with
= [2K3N — Ng(Ky —n')]" (116)

and n' = min(N, Ky). For Ky < N, 1y = 2K N regardless
of Ng. For Ky > N, 1y = 2K3N — Ng (K3 — N) which is
positive if and only if N < 2K2N

Proof: Using (83) and (1 14) n (102) yields (115). The rest is
also easy to verify.

Note that Property 11 is a correction of (74) in [8] where
the cross-correlation between Ah g ; and Ahg ; was incorrectly
treated as zero. Like the one-way case, the value of M > 2 in the

M-user (all-user) ANECE does not affect C\"?) under E; —
oo and Py, — oo.

C. Comparison Between One-Way and Two-Way

Comparing Properties 10 and 11, we see that the condition for

a positive unconditional secrecy for both one-way and two-way
C(two)

cases is the same, i.e., Ko < N. But when positive, C}, .4

larger than C°") due to the factor two in the first term in (116).

Also unlike the one-way case, to have a positive non-diminishing

ctwo)
fl'{‘;”" in bits/s/Hz for

large Ey, P, and K5, we only need to have N > % (instead

two)
of N > Ng) under which limp, ., otz > 2N — Np +

2logy Po ~~

degree of freedom in the secrecy rate

NEN>O

The SDoF of th;ﬂ and C{"”°) with respect to log, Ps in
phase 2 are simply 7 and 2 > respectively. Four regions of 7,
and 75 in terms of K 5 and Ng Wlth reference to IV are illustrated
in Fig. 5. Recall that K is the length of transmission in phase
2, Ng is the number of antennas on Eve, and N is the number

of antennas on each user. On and to the left of the vertical line
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at Ko = N, ny = 21 = 2K, N. Below the lower curve, 7y >
71 > 0.On and above the lower curve and below the upper curve,
1N > 11 = 0. On and above the upper curve, 170 = 11 = 0.

We see that the upper and lower curves in Fig. 5 converge
towards 2N and N respectively as K5 increases. But they are
always above 2N and N respectively. Therefore, if Np < N,
then 77; > 0 for all K5 > 1. And if Ng < 2N, then 1, > 0 for
all Ko > 1.

But due to integer constraint on Ng, there is a finite integer
Vi = min(Kj) subject to | 2255 | = N. For K3 > Vi, m =0
if and only if Ny > N + 1. Similarly, there is a finite integer
V2 = min(K>) subject to L?gﬁ%] =2N.For Ko > Va,m =0
ifand only if Ng > 2N + 1.

In fact, V; is the smallest integer Ko satisfying é{j\]fv <
N + 1, which implies K5 > N2 + N and hence V; = N2 +
N + 1. Similarly, Vo is the smallest integer Ko satisfying
fgﬁjx, < 2N + 1, which implies K5 > 2N? + N and hence

Va=2N?+N+1 Here 2 =1+ sz —2as N —
0.

The above phenomena of positive or zero SDoF in terms of
Ng, are quite different from the previous results in [4] and [10].
In the case of [10] assuming N antennas on each of transmit and
receive nodes and N antennas on Eve, there is zero SDoF if
Ng > N and K > 2N. Here K is the number of channel uses
in each coherence period. In the case of [4], zero SDoF is also
implied by N > N.

Of course, the system models in [4] and [10] are different from
ours in phase 2. The model in [4] assumes that Eve knows her CSI
as well as the CSI of the users. The model in [10] assumes that
CSI anywhere is unknown everywhere initially. The properties
of 1 and 7 shown above have benefited from ANECE in phase
1, which not only allowed users to obtain their CSI but also
prevented Eve from obtaining any of her own CSI and users’
CSIL

V. MONTE CARLO SIMULATION

The results shown so far are completely based on mathemati-
cal analysis. In this section, we show a Monte Carlo simulation
to validate the theoretical results of 7, and 7y shown in (98)
and (116). To make the simulation feasible without unnecessary
numerical issues, we need to reformulate the expressions of (77)
and (102). We next provide some of the details leading up to an
alternative expression of (102). Then, a similar expression of
(77) is also provided.

We can rewrite (102) as

f(y/‘|xi7h'i)
Clrams = | € { logy L2
! 52 f(y)lhjq)
f(Y‘Xj»hji)}
52 F(yllhy.)

f(yghe he;)
where the first two terms (after the expectations) are identical
due to statistical symmetry between node ¢ and node j.

F&lxi %, B bhey) ]
—E{log, I LTV U ) (117)
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Recall the following probability density func-
tions  (PDFs)  f(x;) =CN(0, 2Iyk,),  f(x;) =
CN(Oa %INKz) f(hj,i) = CN(OaIN2)’ f(hEﬂ) =

CN(0,0%In,N), f(hg;) =CN(0,05In,N), f(Ahg,) =
CN(0, ﬁJ%INEN). Also note that x;, x;, h;;, hg,, hg;
and Ahg ; are independent of each other, and Ahg ; = Ahg ;
(due to Property 2).

It then follows from (71) that

f(y;-|xz-, h;;) =CN(m;,Ry) (118)
withmy = (Ix, ® H;,;)x; and Ry = Iyk,, and
f(y;h:) = CN(mz, Ry) (119)
with my = 0 and Ry = I, ® (52H; ;HY, +1y).
It follows from (101) that
F(Yglxi: %, he b ;) = CN (ms, Rs) - (120)
with ms = (I, ® I:IEL)XL + (Ig, ® ﬂE,j)Xj and

0'2 0'2 0'2 0'2
Ry = (3 XIX] + 5 X7 X5 + FpXTXG + XX +
IKz) ®INE and

f(¥slhgi g ;) = NN (mg, Re) (121)

with mg =0 and R =1k, ® (%I:IEII:II,;{L +

SHp HE  + (2P3\Z2E + 1)In,,). Here NV (m, R) denotes
a non-Gaussian (non-Normal) PDF with mean m and
covariancP rnaErix R. But there is no known closed form
of f(¥g|he, he ;).

Note that for an n-dimensional circular complex
Gaussian random vector x with mean m and covariance
matrix R (e, CN(m,R)), its PDF has the form
f(x) = ﬁ exp(—(x —m)”R!(x —m)) and hence
E{l-Inf(x)}=nlnm+n|R|+&{(x-—m)fR 1 (x -
m)} =nlnw+In|R|+n.

Using (118)-(121), one can verify that (117) is equivalent to

Clrams = (10gz €)[€{=2]ly} — my[” + 2In|Rz|
+2y"Ry'y} + NgKzInm + In |Rs|
+(yp —ms) Ry (y) — ms) >
+In f(yglhp.i, hp )} (logs €)[E{—2y; — m|
+2In|Ro| + 2y/'Ry 'y} + In |Rs|
+(ye —ms) "Ry (v — ms)
—In|Re| -y Rg 'y} (122)

Here the inequality follows from f(y'y|hgs, hz ;)
being  non-Gaussian.  Since  E{|ly; —m|*} = KN,

EYR, 'y} = KoN, E{(yp —ms)" Ry (yp —ms)} =
KyNg and S{yg{Rgly’E} = K3 Ng, (122) is equivalent to

Clran) > (logy €)[€{21n [Ra| + In [Rs| — In |Rg|}]* (123)
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Following a similar approach, we can express C\") in (77)

trans
as
F(y)1xi hy )
S
! [ { 2 [y
N +
Blxihe,
— & {1og, 10EX: 5)
f(¥ghE,)
> (logy €)[E{—|ly; —mu [ + In [Ry| + y'R; 'y
+In[Rs| + (y5 — m3)"R3' (yz — ms)
—In[Ry| -y R YR} (124)
where m; and Ry are given before, and mg =
-~ 2
Ik, ®Hpg)x;, Rg=(FXIX; +1g,) ®Iy,), and
N N o2 .
R, = Iy, ® (RHpHY, + (P"EWE + DIny). Since

Elly; —m|?} =E{y'R;'y}} = KoN  and E{(y)y —
mg)HRgl(ij —mg3)} = S{yijgly’E} = KsNg, (124) is
equivalent to

") > (log, e)[€{In|Rq| + In |Rs| — In [Ry[}]*.

trans

(125)

The expressions of C{2") and C"°) shown in (125) and
(123) are readily useful for simulation where the expectation can
be replaced by averaging over many independent realizations of
X, X5, by, hp i, hg j and Ahg; = Ahg ; according to their
distributions mentioned earlier.

For a large P, we expect both C (on¢) and C{") to have the

trans trans
following structure

Ctrans > Cvtrans =n logQ P2 + B (126)

where B is virtually invariant to P». (Due to limited numerical
range of computer, log, P> may not be much larger than B even
if P5 is chosen to be 150 dB.) In simulation, we choose P, =
10° (i.e., 50 dB) and P, =2x 10°, from which we compute
the corresponding Cyrans and C, ... respectively. Then, we
compute 7 by using n = C},....s — Ctrans-

In Fig. 6, we show the simulation results of 1; and 7, based
on the expressions in (125) and (123), where N =2, M = 2,
Ng =3, O’% = 1, and the number of independent realizations
used for averaging is 10*. The simulation results agree with
the theoretical results very well. The small difference between
simulation and theory is due to finite sample size and finite power
used in simulation. We also observed that the small difference
as a function of K5 varied from one simulation run to another,
which is expected.

We would like to add a remark. If one wants to avoid the use
of the inequality in (122), one has to compute the non-Gaussian
PDF f(y's|hg i, hp ;) (without a closed form) for every given
set of y'z, flE7i and flE’j. One way to do so is the following

f(¥plhgi, b )
_ f( ! A ﬁ ) fl ) ! <" Vdx'dx'
= YE|Xi»Xj, E,is Eyj)f(xivxj) X;aX;

= Ex o, (Y pIXG X} B B )} (127)

1101

12

10

—O- 12 theoretical results
—A— 1 simulation results
—&—mn; theoretical results
—<—n simulation results

‘ ‘ ‘ ‘ ‘ ‘ ‘ |
1 15 2 25 3 3.5 4 4.5 5
K,

Fig. 6. Illustration of simulation results of 17 and 72 in comparison to their
theoretical results shown in (98) and (116). The upper two curves are for 72,
and the lower two curves are for 7.

and x’. have and

J
x;, and f(yp[x; X}, hEr,, hp ;) equals the Gaussian PDF

where x| the same PDFs as x;

f(y}5|xi,xj,f1E,i,ﬁE’j) with x; and x; replaced by x; and
x’;. But the PDF f(y'E|x;,x3~,}A1E,i,f1E7j) is highly singular.
Namely, for a given set of y', (function of x; and X;5), h B, and
BEJ, f(Yplxi %], ﬁEﬂv, flE]) is near zero (especially at high
power) for almost all x} and x’7 This singularity makes (127)
difficult to compute reliably (if possible at all?).

VI. FURTHER DISCUSSIONS

Before phase 1 of our scheme, CSI anywhere is assumed to
be unknown everywhere, which somehow resembles the case
in [10]. For this reason, there should be an interest to look deeper
into the similarities and differences between this work and [10].
Furthermore, the work in [11] is also related. Both [10] and [11]
are discussed below.

The authors of [10] studied the SDoF for a one-way transmis-
sion scheme between two multi-antenna nodes against a multi-
antenna Eve where CSI for every node is unknown everywhere.
Under the assumption that all channel elements are block-wise
1.1.d. Gaussian and all noises are i.i.d. Gaussian, the SDoF in
bits/s/Hz(or more precisely in bits per channel use per doubling
of large power) shown in [10] can be expressed by

dprior = (min(ng,n,) — ne) (K — min(ng, n,.)) (128)

K
where n; is the number of antenna at the transmitter, n, is
the number of antennas at the receiver, n, is the number of
antennas at Eve, K is the number of sampling instants per
coherence period, and K > 2min(n, n,.). This SDoF is zero
if ne > min(n, n;.).

The authors of [11] extended the work of [10] to a two-way
scheme where two full-duplex multi-antenna nodes transmit
information to each other concurrently against a multi-antenna

2Using an extremely large number of samples.
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Fig.7. Comparison of the model in [10] on the left with the (equivalent) model
in [11] on the right.

Eve and CSI is unknown everywhere. Specifically, they assume
that node 1 use M7 antennas for transmitting and N7 antennas
for receiving, and node 2 uses M antennas for transmitting and
N, antennas for receiving. Furthermore, there is no interference
between the transmitting antennas and the receiving antennas
on each node, and there is Eve with N receiving antennas.
Assuming i.i.d. channel elements and noises, their proposi-
tion 6 states that the maximum SDoF in bits per coherence
period of T samples3 of their scheme is max D, = 2M; M,
lfNE Z M1 +M2, M1 S NQ, M2 S N1 and T Z M1 —|—M2
There is an agreement between proposition 6 of [11] and our
12 in (116). Specifically, if M; = My = N; = Ny = N, then
max Dy = maxg, 02 = N2|,=n = 2N2. The model in [11]
does not start with any structure for the transmitted signals
while for our two-way scheme we apply ANECE in phase 1
of K samples and two-way information transmission in phase
2 of Ky samples. Here we achieve the same max Dy = 2N? by
using Ky = N and K5 = N, which corresponds to the choice
of T'= My + My = 2N in [11]. Differing from [11], our use of
ANECE in phase 1 (subject to reciprocal channel between users)
yields additional secrecy for secret key generation as discussed
in section III.

The system model in [11] can be related to that
in [10] by choosing ny; = M + My, n, = N1 + Ny, H =
diag(Hy 2,Hs 1) and G = [H; ., H2 .]. See equations (2) and
(3)in [10] and equations (1) and (2) in [11]. In other words, the
model in [11] is a special case of that in [10]. See Fig. 7. The
only difference is that the effective (N7 + Ny) x (M + M>)
channel matrix H (from an equivalent half-duplex node with
M + M, transmit antennas to another equivalent half-duplex
node with N7 + N receive antennas) now has a block diagonal
structure and there is no joint encoding between the group of M;
transmit antennas and the other group of M5 transmit antennas.
We will next focus on a comparison of our results with [10].

To contrast the results shown in this paper against [10], it is
important to notice that this paper assumes a reciprocal channel
between every pair of full-duplex users/nodes. The reciprocal
channel assumption allows a positive secret key capacity Ch.ey,
which is a bonus secrecy not available in the model considered
in [10].

3The authors of [11] did not explicitly distinguish the two different units: “bits
per coherence period” and “bits/s/Hz” for their choices of SDoF although they
treated D differently from Dg = T'Dy.
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S0, dprior in (128) is already the TSDoF of the model in [10].
In order to compare with dy.i0r, We define the TSDoF of our
scheme/model as follows:

. 1 Cke + Ctrane
d =1 Y =
new = UL K+ Ky log, P

(129)

Note that Cje, is due to CSI between users while Cypqns
is independent of CSI between users. See Assumptions A and
B stated in section II and section IV respectively. For com-
parison, we also need to choose n; = n,, = N, n. = Ng and
K = K, + K». Both dp,ior and dye,, have the same unit as
desired. By choosing K = K; + K5, we have ignored the pro-
cessing time between phase 1 and phase 2 in our scheme. Fur-
thermore, we assume P; = P, = P.Forany fixed K and any of
the channel training schemes considered earlier (with M > 2),
limp, oo e = limp, oo ipe = N?dueto By = PK.
See (42), (50) and (63). Applying Properties 10 and 11, d,cqp
becomes

N?2 49
K+ Ky
where 1 = 7; as in (98) for one-way transmission and 7 = 79
as in (116) for two-way transmission.

Note that from Property 9, ANECE requires K1 > N if M =
2. The following property compares dy,c,, With dprior.

Property 12: Let ny =n, = N, n, = Ng, K = K1 + K>
and K; = N. For Ng > N and Ky > N, dppior = 0 while

N2 N2
new = 3ok > 2. For Ng < N and K, > N,

dprior o (N_NE)K2 <1
dnew B N2+NNE+(§N7NE)K2 €

where ¢ = 1 for one-way transmission following ANECE, and

prior

& = 2 for two-way transmission following ANECE. And %
is an increasing function of K, with

(130)

dnew =

(131)

orior N —N 1
dpru)’r ’ _ E 7 (132)
ducw |gyoy N FEN S 11€
d TL0T N-N 1
”‘ =5 - (133)
dnew Ky=c0 fN - NE g

Proof: These results follow from the previous discussions of
dprior in (128) and dyyey, in (130).

We see that the TSDoF of the ANECE based scheme is in
general significantly larger than that shown in [10]. The former
exploits full-duplex and reciprocal channels via ANECE while
the latter does not. Both schemes assume that CSI is initially
unknown everywhere except for their i.i.d. statistical properties.

VII. CONCLUSION

In this paper, we have shown further insights into the method
called anti-eavesdropping channel estimation (ANECE) ap-
plicable for a network of cooperative full-duplex radio de-
vices/users. Assuming a symmetric network and a large energy
for channel training, we analyzed and compared the capacity
Cley of secret key generated by each pair of users following
pair-wise ANECE, all-user ANECE or the conventional method
for channel training. The results show that the secure degree of
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freedom (SDoF) in Cj., is the same for all the three schemes.
We also analyzed and compared the secrecy capacity Cipqns
of information transmission between a pair of users using the
ANECE-assisted channel estimates. For C},.4,,s, Wwe considered
a one-way transmission and a two-way transmission subject to
a large energy in phase 1 and a large power in phase 2. The
results on Cy., are entirely new. The results on Ciyqns are
also significant additions to the previous understandings shown
in [7] and [8]. Under the conventional channel training, Eve is
allowed to obtain her CSI, which in turn destroys the SDoF of
Clrans When Eve has a sufficiently large number of antennas.
But under ANECE, Eve is not able to do so and hence the SDoF
of Ct,qns can be a positive constant invariant to the number of
antennas on Eve subject to a limited transmission window in
each coherence period. Consequently, there is a net increase of
total secure degree of freedom (TSDoF) by using ANECE over
the conventional channel training.

A number of important insights into ANECE are highlighted
in Properties 1-12. In particular, Property 12 compares the
TSDoF of the ANECE based scheme with that of a conventional
scheme in [10], the latter of which does not exploit full-duplex
radios or reciprocal channels. The comparison shows a substan-
tial gain of TSDoF by using ANECE.

ACKNOWLEDGMENT

The views and conclusions contained in this document are
those of the author and should not be interpreted as representing
the official policies, either expressed or implied, of the Army
Research Office or the U.S. Government. The U.S. Government
is authorized to reproduce and distribute reprints for Government
purposes notwithstanding any copyright notation herein.

REFERENCES

[1] H. V. Poor and R. F. Schaefer, “Wireless physical layer security,” Proc.
Nat. Acad. Sci., vol. 114, no. 1, pp. 19-26, 2017.

[2] Y.-K. Chia and A. E. Gamal, “Wiretap channel with causal state informa-
tion,” IEEE Trans. Inf. Theory, vol. 58, no. 5, pp. 2838-2849, May 2012.

[3] A.Khistiand G. W. Wornell, “Secure transmission with multiple antennas—
Part II: The MIMOME wiretap channel,” [EEE Trans. Inf. Theory, vol. 56,
no. 11, pp. 5515-5532, Nov. 2010.

[4] X.Heand A. Yener, “MIMO wiretap channels with unknown and varying
eavesdropper channel states,” IEEE Trans. Inf. Theory, vol. 60, no. 11,
pp. 6844-6869, Nov. 2014.

[5] T.-H. Chang, W.-C. Chiang, Y.-W. Hong, and C.-Y. Chi, “Training se-
quence design for discriminatory channel estimation in wireless MIMO
systems,” IEEE Trans. Signal Process., vol. 58, no. 12, pp. 6223-6237,
Dec. 2010.

[6] H.-M. Wang, T. Zheng, and X.-G. Xia, “Secure MISO wiretap channels
with multiantenna passive eavesdropper: Artificial noise vs. artificial fast
fading,” IEEE Trans. Wireless Commun., vol. 14, no. 1, pp. 94-106,
Jan. 2015.

[7]1 Y. Hua, “Advanced properties of full-duplex radio for securing wireless
network,” IEEE Trans. Signal Process., vol. 67, no. 1, pp. 120-135,
Jan. 2019.

[8] R. Sohrabi, Q. Zhu, and Y. Hua, “Secrecy analyses of a full-duplex
MIMOME network,” IEEE Trans. Signal Process., vol. 67, no. 23,
pp. 5968-5982, Dec. 2019.

[91 Q. Zhu, S. Wu, and Y. Hua, “Optimal pilots for anti-eavesdropping
channel estimation,” IEEE Trans. Signal Process., vol. 68, pp. 2629-2644,
Apr., 2020.

1103

[10] T.-Y.Liu, P. Mukherjee, S. Ulukus, S.-C. Lin, and Y.-W. P. Hong, “Secure
degrees of freedom of MIMO Rayleigh block fading wiretap channels
with no CSI anywhere,” IEEE Trans. Wireless Commun., vol. 14, no. 5,
pp- 2655-2669, May 2015.

Q. Liang, D. Liu, andJ. Hu, “Secure degrees of freedom of MIMO two-way
wiretap channel with no CSI anywhere,” IEEE Trans. Wireless Commun.,
vol. 19, no. 12, pp. 7917-7931, Dec. 2020.

U. M. Maurer, “Secret key agreement by public discussion from com-
mon information,” IEEE Trans. Inf. Theory, vol. 39, no. 3, pp. 733-742,
May 1993.

M. Bloch and J. Barros, Physical-Layer Security: From Information The-
ory to Security Engineering. Cambridge, U.K.: Cambridge Univ. Press,
2011.

L. Lai, Y. Liang, and H. V. Poor, “A unified framework for key agreement
over wireless fading channels,” IEEE Trans. Inf. Forensics Secur., vol. 7,
no. 2, pp. 480490, Apr. 2012.

A. Khisti, “Secret-key agreement over non-coherent block-fading chan-
nels with public discussion,” IEEE Trans. Inf. Theory, vol. 62, no. 12,
pp. 7164-7178, Dec. 2016.

B. T. Quist and M. A. Jensen, “Maximization of the channel-based key
establishment rate in MIMO systems,” IEEE Trans. Wireless Commun.,
vol. 14, no. 10, pp. 5565-5573, Oct. 2015.

A. El Gamal and Y.-H. Kim, Network Information Theory. Cambridge,
U.K.: Cambridge Univ. Press, 2011.

A. Grant, “Rayleigh fading multi-antenna channels,” EURASIP J. Adbv.
Signal Process., vol. 2002, no. 3, 2002, Art. no. 260208.

R. A. Horn and C. R. Johnson, Matrix Analysis. Cambridge, U.K.: Cam-
bridge Univ. Press, 2012.

T. M. Cover, Elements of Information Theory. Wiley, 1999.

O. Oyman, R. U. Nabar, H. Bolcskei, and A. J. Paulraj, “Characterizing
the statistical properties of mutual information in MIMO channels,” [EEE
Trans. Signal Process., vol. 51, no. 11, pp. 2784-2795, Nov. 2003.

(11]

[12]

[13]

[14]

[15]

[16]

[17]
[18]

[19]

[20]
[21]

Shuo Wu (Member, IEEE) received the M.E. degree
in control science and engineering from the Harbin
Institute of Technology, Harbin, China, in 2011, the
M.A. degree in mathematics from San Francisco State
University, San Francisco, CA, USA, in 2016, and
the Ph.D. degree in electrical engineering from the
University of California, Riverside, CA, USA, in
2021. Since 2021, he has been with Goldman Sachs,
USA. His research interests include wireless channel
estimation, MIMO channel capacity analysis, and
resource allocation.

Yingbo Hua (Fellow, IEEE) received the bachelor’s
degree from Southeast University, Nanjing, China,
in 1982, the M.S. and Ph.D. degrees from Syracuse
University, NY, USA, in 1983 and 1988, respectively.
He joined the Faculty of the University of Melbourne,
Melbourne, VIC, Australia, in 1990, and moved to
the University of California, Riverside, CA, USA,
in 2001, where he has been a Senior Full Professor
since 2009. He has authored or coauthored more than
130 journal articles, 200 conference papers, 7 book
chapters, 3 volumes of edited books and 3 patents in
the field of signal processing and wireless communications. He was an Associate
Editor, the Editor, the Guest Editor and/or a Senior Area Editor for the IEEE
TRANSACTIONS ON SIGNAL PROCESSING, IEEE SIGNAL PROCESSING LETTERS,
Signal Processing, IEEE SIGNAL PROCESSING MAGAZINE, IEEE JOURNAL OF
SELECTED AREAS IN COMMUNICATIONS, and IEEE TRANSACTIONS ON SIGNAL
AND INFORMATION PROCESSING OVER NETWORKS. He is a Former Member of
the IEEE SPS Technical Committees on Signal Processing for Communications
and Networking, and Sensor Array and Multichannel Processing. He was a
General Co-Chair for the IEEE China SIP2015, Chair for IEEE Globe SIP 2018
Symposium on Signal Processing for Wireless Network Security, and Chair of
the Steering Committee for IEEE WIRELESS COMMUNICATIONS LETTERS during
2020-2021. Dr. Hua is a Fellow of AAAS.

Authorized licensed use limited to: Univ of Calif Riverside. Downloaded on August 10,2022 at 20:25:42 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


